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Introduction

The Smithsonian Institution 6(the Smithsonian) Purchase Card Program involves the use of

charge cards to reduce administrative costs and time for purchasing and paying for goods (such

as equipment and office supplies) and services (except construction). Although they can be

efficient, purchase cards are highly susceptible to misuse, fraud, waste, and abuse because

they give employees the sole ability to order and receive goods and services. At the

Smithsonian, purchase cards are the most common method used to complete purchases of

$3,500 or less (also referred to as micropurchases). Infiscal year2021, t he Smit hsoni ané
purchase card transactions totaled more than $18.6 million.

This audit assessed the extent to which the Smithsonian has effective controls over purchase
cards. To understand the management of purchase cards, the Smithsonian Office of the
Inspector General (OIG) identified and reviewed applicable policies and procedures, interviewed
Smithsonian managers and staff, and communicated with Citibank personnel. To assess the
effectiveness of the controls over purchase cards, OIG used a statistical sample of 93
transactions out of 8,837 transactions made by purchase cardholders with a single purchase
limit of $3,500 from April 1 to June 30, 2020. Using this sample, OIG gathered documentation
and conducted interviews to determine the following: (1) to what extent purchase card
transactions were properly documented and approved, and (2) to what extent purchase
cardholders and approving officials complied with training requirements. In addition, OIG
reviewed how the charge card program staff monitored overall purchase card activities.! For a
detailed description of OIGd ebjectives, scope, and methodology, see Appendix I.

OIG conducted this audit in Washington, D.C., from April 2020 to November 2022 in accordance
with generally accepted government auditing standards. Those standards require that OIG plan
and perform the audit to obtain sufficient, appropriate evidence to provide a reasonable basis for
its findings and conclusions based on the audit objective. OIG believes that the evidence
obtained provides a reasonable basis for the findings and conclusions based on its audit
objective.

Background

The Smithsonian receives and spends federal appropriations and non-appropriated funds

referred to as fAtrust funds. o6 Trust funds come fr
external agencies and organizations, donations, bequests, investment revenue, and

Smithsonian revenue-generating activities.

! The Charge Card Program is responsible for the application for, issuance, and use of government-
sponsored fleet cards (for fuel and supplies for government vehicles), purchase cards (for supplies and
services), and travel cards (for airline, hotel, and related travel expenses) by the Smithsonian.

1 OIG-A-23-01
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Through a Department of the Interior contract, the Smithsonian participates in a government-
wide contract with the General Services Administration (GSA) that facilitates the issuance of
purchase cards and other types of charge cards for federal agencies to use in support of their
procurement activities. GSA has had several multi-year contracts with financial institutions.
Since the award of the GSA SmartPay3 Master Contract on November 30, 2018, the
Smithsonian has used Citibank to issue purchase cards to its employees.? Citibank also
provides purchase card management and reporting tools to the Smithsonian through an online
web tool known as CitiManager. CitiManager is designed to allow program managers to view
and download statement information, update and manage accounts, set limits and purchase
permissions, perform data analytics, and conduct other online management functions.

For purchase cards, the Smithsonian¥z not the individual cardholderYzis invoiced for purchases
and makes payments directly to Citibank through a centrally billed account.® In addition, the
Smithsonian accepts liability for charges made by an authorized account holder but is not liable
for any unauthorized use. Unauthorized use means the use of an account by a person other
than the account holder who does not have actual, implied, or apparent authority for such use
and from which the account holder receives no benefit. When an authorized account holder
uses the purchase card to make an unauthorized purchase, the Smithsonian is liable for the
charge and is responsible for taking appropriate action against the account holder.

Each cardholder has a single purchase limit, which is the maximum dollar amount for a single
purchase. In August 2020, approximately 96 percent of Smithsonian purchase cardholders had
single purchase limits of $3,500. The remaining 4 percent of cardholders had permanently
raised single-purchase limits ranging from $10,000 to $200,000. These higher limits are needed
by the cardholders to address mission-specific needs, such as payments for transportation of
Zoo animals, utilities, and emergency needs.

Purchase cards can be used to make illegal, improper, or erroneous purchases and payments;
therefore, Congress, the Office of Management and Budget (OMB), and GSA have taken steps
to ensure that federal agencies have effective internal controls to mitigate the risks of improper
use of government charge cards.

In 2014, OIG reported that the Smithsonian generally had effective management and oversight
over purchase cards and determined that preventive controls could be improved.* The
Smithsonian had implemented policies and procedures that provided sufficient guidance and
adequate oversight over purchase card activity. In general, the transactions reviewed were

2 The Department of the Interior is part of a multi-agency purchase card contract, which transitioned in
November 2018 from J.P. Morgan Chase to Citibank.

% In contrast, travel cards are issued as individually billed accounts that are invoiced directly to the
account holder, and payment is the responsibility of the account holder, who is then reimbursed by the
Smithsonian.

4 0IG, Smithsonian Needs to Improve Preventative Controls for the Purchase Card Program (A-13-04,
March 31, 2014).
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appropriate for the mission of the purchasing unit. However, OIG said there was a need to
strengthen controls in a number of areas, including the oversight of approving officials. Based
on corrective actions taken by management, OIG closed all six recommendations made in the
report.

Organizational Responsibilities for Purchase Cards

The Director of the Office of Contracting and Personal Property Management (OCon&PPM) is
the head of contracting activity and the principal contracting officer for the Smithsonian. The
Director is responsible for oversight of the contracting activities Smithsonian-wide and may
further delegate contracting authority to Smithsonian employees. The Director establishes,
maintains, and enforces policies and procedures to ensure effective and efficient contracting
operations and activities. In addition, the Director is required to periodically provide assurance
to the Chief Financial Officer, Secretary, and the Board of Regents that the program's internal
controls are adequate for ensuring compliance with Smithsonian contracting policies and
procedures. This assurance is achieved through reviews of program operations by OCon&PPM
and units to verify the following:

9 Contracting policies and procedures are current.

1 Employees receive delegations of contracting authority with adequate spending
limitations.

1 Employees with delegated contracting authority complete training to maintain necessary
skill levels.

1 All personnel involved in the contracting process comply with Smithsonian policies and
procedures and delegations of authority.®

The Director of OCon&PPM has delegated the authority and responsibility for the management
and oversight of purchase cards to the Associate Director for Travel and Charge Card Services
(Associate Director). The Associate Director is the Charge Card Program Manager and the
Agency/Organization Program Coordinator for the Smithsonian. The Charge Card Program
Manager is responsible for the following:

1 providing day-to-day management and administrative oversight of the program;

9 issuing and rescinding delegations of authority to cardholders and approving officials;

1 establishing and enforcing spending limits;

5 SD 314, Contracting (June 12, 2008).

3 OIG-A-23-01
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9 conducting training for approving officials, cardholders, and other employees on the
Purchase Card Program policies and procedures;
9 maintaining an up-to-date list of cardholders and approving officials;
1 monitoring transactions, disputes, and fraudulent activity, and making reports to the
Director, OCon&PPM, and senior management; and
9 conducting reviews of the Purchase Card Program and use of purchase cards.

At the unit level, directors, approving officials, and cardholders share the following
responsibilities for appropriate purchase card use:

T

Unit director s are responsible for nominating permanent employees who have
completed purchase card training as approving officials and cardholders to support the
uni tés use of purchase cards.

Approving officials  are responsible for approving purchase card transactions for their
units by reviewing the Purchase Card Transaction Log for each cardholder monthly and

signing the cardhol derds paper statement.

was performed and that adequate documentation exists for each purchase. Approving
officials are also required to confirm that all purchases made by a cardholder were
necessary, consistent with requirements of the funding source, and within available
funds. In addition, they must change the status of all transactions to approved in the
Smithsonian's financial accounting system, Enterprise Resource Planning Financials
(ERP Financials)

Cardholder s are issued a card in his or her name, and the card may be used only by
that cardholder. The cardholder is responsible for safeguarding their assigned cards,
adhering to applicable policies and procedures when making purchases with the cards,
and maintaining required documentation to support purchase card transactions. For
example, on the Purchase Card Transaction Log, they are required to document when
each purchase is made and when goods and services are received. To support
purchase card transactions, they are also required to retain receipts, shipping/packing
lists, invoices, credits for returned items, the Purchase Card Transaction Log, monthly
bank statements, and other documentation.

The Office of Finance and Accounting is responsible for receipt and payment of purchase card
invoices. The Smithsonian uses ERP Financials to pay for purchase card transactions, monitor
purchases, reconcile account information, change accounting codes, and request reports.

4 OIG-A-23-01
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Purchase Card Policies and Guidance

Smithsonian Directive 322, Charge Card Program (SD 322), provides guidance for the issuance
and use of the three types of charge cards used for the necessary expenses associated with
conducting Smithsonian business (fleet, purchase, and travelcards).® SD 322, Charge Card
Program Desk Reference Part 27 Purchase Card Program (SD 322 Desk Reference), provides
information about the program's policies and procedures, including how employees are given
authority to be purchase cardholders and approving officials.” It also serves as a training
manual for cardholders and approving officials. Purchase card training covers the
responsibilities and required duties of cardholders and approving officials. Purchase card
issues and problem-solving methodologies are also discussed during the training.

All employees nominated to be purchase cardholders and approving officials are required to
take an introductory training class and then a refresher training every 3 years. Purchase
cardholders are to complete introductory training prior to receiving a purchase card. The
Introduction to Purchase Cards course focuses on common purchase card terminology,
authorized and unauthorized use of purchase cards, forms and procedures, recordkeeping
requirements, and how to review card-provider statements and reallocate charges in ERP
Financials. The refresher training is designed to provide updated information about restrictions
on the use of purchase cards, risk management procedures, awareness of common problems
with the use of purchase cards, in-depth coverage of priority and open-market micro-
purchasing, and a review of reconciliation and reallocation of purchase card charges in ERP
Financials.

OMB Circular A-123, Appendix B, provides a framework for executive branch agencies to
manage government charge card programs.® This document establishes standard minimum
requirements and best practices for government charge card programs that may be
supplemented by individual agency policies and procedures. Because the Smithsonian is not
an executive agency, it is not required to follow OMB Circular A-123, but the Charge Card
Program Manager said they use it as a guide.

GSA also lists best practices for management of the GSA SmartPay purchase card program on
the GSA SmartPay website. The website features pages outlining regulations relating to the
SmartPay program, including links to various policy documents. The website includes
overviews of the purchase card program for cardholders, approving officials, and program
coordinators with frequently asked questions, best practices, links to program management
guides and online interactive communities, and other resources.

®SD 322, Charge Card Program (August 7, 2012).

"SD 322, Charge Card Program Desk Reference Part 2 i Purchase Card Program (October 1, 2015).
8 OMB Circular A-123, Appendix B, A Risk Management Framework for Government Charge Card
Programs (August 27, 2019).

5 OIG-A-23-01
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Results of the Audit

Monitoring and Oversight Did Not Ensure the Effectiveness of
Controls for Purchase Card s

Because of the risk associated with purchase cards, approving officials are a key control to
ensure that transactions are fully documented and approved. However, OIG estimates that only
11 percent of the purchase card transactions made by cardholders with a single purchase limit
of $3,500 from April 1 to June 30, 2020, had a written signature to document approval and had
all other required documentation (such as the monthly cardholder statement, Purchase Card
Transaction Log, and receipts).® Two percent had been approved with a written signature but
were missing one or more required documents, and 87 percent were not approved with a written
signature but most had all other required documentation.

Moreover, while the program had a two-step approval process (written signature and electronic
approval), Smithsonian management said they changed this process in 2018 to require only
electronic approval but did not revise their written policies and procedures to reflect this change
until May 2021. In fact, OIG estimates that 13 percent of the transactions from April 1 to June
30, 2020 had a written signature. However, management provided a report from ERP financials
to show that 92 of 93 sampled transactions were electronically approved. In a decentralized
organization, clear, written, and current procedures are important because they inform all staff
of the programds e x% &ahouw thamoam gteraahcdntrgd stracture is ¢ e
weaker because practices, controls, guidelines, and processes may not be applied uniformly
throughout the organization.

In addition, OIG found that the Purchase Card Program was not effectively monitoring to ensure

compliance with program requirements and reduce the risk of card misuse and fraud. For

example, the program did not enforce compliance with the training requirements for cardholders

and approving officials. The programbs tr ai ni onty5percentofds s howed t
cardholders and approving officials were in compliance with initial and refresher training

requirements. This training provides information about the restrictions on the use of cards and

awareness of policies and procedures. The program lacked documentation to show that they

were monitoring high-risk transactions, such as adult entertainment, declined transactions, and

weekend use. Therefore, OIG found that the program takes an ad hoc approach to monitoring

high-risk transactions, rather than a well-defined and consistent approach. Finally, the program

discontinued conducting on-site reviews to monitor units' compliance and assess effectiveness

of internal controls, even though OIG had recommended these reviews in a prior audit report.*°

OIG also found that the Director of OCon&PPM had not maintained effective oversight of the

programbé s management of purchase car dshatcoulhavws not r

9 For this audit, OIG accepted the written signature as an approval if the approving official signed either
the monthly bank statement (as required) or the Purchase Card Transaction Log.

10 0IG, Smithsonian Needs to Improve Preventative Controls for the Purchase Card Program (A-13-04,
March 31, 2014).
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helped in overseeing these cards, such as the status of compliance of training requirements and
on-site reviews.

Approving Officials and Cardholders Generally Did Not Have Required Approval for
Sampled Purchase Card Transactions

Based on a statistical sample, OIG estimates that 11 percent of the purchase card transactions
made by cardholders with a single purchase limit of $3,500 from April 1 to June 30, 2020 had
been approved with a written signature and had all other supporting documentation, and 2
percent had been approved but were missing one or more required documents. Another 87
percent of the sampled transactions had not been approved with a written signature but most
had all other required documentation. OIG did not identify any fraudulent purchases in its
sample. In addition, management said that 92 of the 93 sampled transactions were
electronically approved based on a report from ERP financials. However, OIG identified
inaccuracies regarding the approval of transactions in the report, such as the approver for 11
transactions was not the approving official.

Moreover, management said they changed the two-step approval (written signature and

electronic approval) process in 2018 to require only electronic approval but did not revise their
written policies and procedures to reflect this change until May 2021. In a decentralized
organization, written and current procedures are important because they inform staff of the
programbs expect at i o ntleem,amidernalrcantrot siructare is wesiéertarido u
increases the risk that procedures are not applied consistently.

Approving officials are required to review the Purchase Card Transaction Log, receipts, and
cardholder statement and to sign the statement for each cardholder.!* The approval is intended
to ensure that purchases had all the required documentation and the purchases were
necessary, within funding requirements, and authorized. However, 20 of the 93 sampled
transactions were missing one or more documents, such as the Purchase Card Transaction Log
that contains critical information for the review and approval of transactions.

11 The Purchase Card Transaction Log includes the following information: the date of the purchase card

order, vendor name and name of person contacted, description of the item purchased, name of the

Smithsonian requestor or customer, total amount of the purchase, the amount billed, the date the goods

and services are received, and a column to check when reconciliation is done. Each month, the

cardholder is to reconcile the transactions on the Purchase Card Transaction Log to the transactions that

appear online as well as the transactonson t he cardhol derdéds monthly paper st

7 OIG-A-23-01
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Ol G6s analysis of didng?s®edthafallpwinggd t r ansa

1 10 transactions had the required written signature for approval and other supporting
documentation.®* They were made by 8 different cardholders from 7 units and ranged
from $8.47 to $15,773.54.1* Based on these results, OIG estimates that only 11 percent
of the 8,837 transactions made by cardholders with a single purchase limit of $3,500
from April 1 to June 30, 2020 had all the required approval and supporting
documentation.®®

9 81 transactions were missing the approving official signatures on the cardholder monthly
bank statement or purchase log. Of the 81 transactions, OIG analysis showed the
following:

0 63 were missing approving official signatures on the cardholder monthly bank
statement or purchase logs but had the other required documentation.

0 15 were missing both the approval and one or more required documents. The
missing documentation included Purchase Card Transaction Logs (10), monthly
purchase card statements (1), and receipts or order confirmations (9).

o 3did not have any documentation that included the signature of the approving
official. The largest of these transactions was a $2,454.69 zoo purchase for an
unknown item. According to a zoo official, this transaction was made by a National
Zoo cardholder who left Smithsonian employment and whose files were not retained.
The two other transactions without documentation were for FedEx fees totaling
$17.36.

Based on these results, OIG estimates that 87 percent of the 8,837 transactions made
by cardholders with a single purchase limit of $3,500 from April 1 to June 30, 2020 had
not been approved by the approving official.’® Table 1 shows the 10 highest dollar

12 0IG analyzed a statistical sample of 93 of 8,837 transactions made by cardholders with a single
purchase limit of $3,500 from April 1 to June 30, 2020.

13 According to the SD 322 Desk Reference, each unit must establish a system of purchase card records
and files to maintain an audit trail of all purchasing activities. In addition, it requires that all documentation
related to cardholder purchases must be filed together and retained for 3 years after final payment.

4 Only 1 of the 93 transactions was above the micropurchase limit of $3,500. This transaction for
$15,773.54 was made by Smithsonian Facilities for janitorial supplies, and it is 1 of the 10 transactions
that had the required approval and other supporting documentation.

15 These estimates are at the 95-percent confidence level and have margins of error of plus or minus 5
percent or less.

16 These estimates are at the 95-percent confidence level and have margins of error of plus or minus 5
percent or less.

8 OIG-A-23-01



OFFICE OF THE
INSPECTOR GENERAL € Smithsonian

transactions totaling $11,479.48 that had no documentation or lacked documentation to
show that they were approved.

1 2 transactions were approved with a written signature but were missing one or more
required documents, even though the approving
ensure that all required documentation is available. The first transaction for $49.50 was
made by a Smithsonian Environmental Research Center cardholder for a scientific
testing fee, and was missing the Purchase Card Transaction Log. The second
transaction for $4.69 was made by a National Museum of American History cardholder
for Federal Express shipping charges, and was missing the Purchase Card Transaction
Log, and a receipt or invoice. Based on these results, OIG estimates that 2 percent of
the total transactions made by cardholders with a single purchase limit of $3,500 from
April 1 to June 30, 2020 had been approved by the approving official but were missing
required documentation.t’

17 These estimates are at the 95-percent confidence level and have margins of error of plus or minus 5
percent or less.

9 OIG-A-23-01
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Table 1: The 10 Highest Dollar Sampled Transactions
Approvi ng \Wrténi Sighatutes 6

That Were Not Approved wi th the

Date of Responsible Amount of Item Purchased Missing Documentation
Transaction Unit Transaction

6/29/2020 National $2,454.69 = Unknown All documentation and the
Zoological Park Approving Official Signature

4/9/2020 Office of $1,950.00 | Brochure design Approving Official Signature
Advancement payment

4/9/2020 Smithsonian $1,587.00 @ X-ray scaling Approving Official Signature
Astrophysical relations for a
Observatory sample

6/18/2020 Office of $1,275.36 | Wiring and Approving Official Signature
Facilities components
Management
Reliability

5/1/2020 Office of $923.30 | Paint tape and Approving Official Signature
Facilities rollers
Management
Reliability

6/29/2020 National $888.13 | Annual Approving Official Signature
Museum of maintenance for
Natural History two outboard

engines

6/10/2020 Cooper Hewiitt, $756.00 | Paper incense Approving Official Signature
National Design
Museum

5/31/2020 National Air & $750.00 | Advertisements Approving Official Signature
Space Museum

5/26/2020 National $470.00 | AAM Virtual Approving Official Signature
Museum for Annual Meeting &
American Indian Museum Expo for

2 people
6/16/2020 Office of the $425.00 | Annual Approving Official Signature

Chief
Information
Officer

subscription

and Purchase Card
Transaction Log

Source: OIG analysis of 93 transactions for purchase cardholders with a single purchase limit of $3,500 made from April 1 to June

30, 2020.

In addition, incomplete documentation hinders oversight of purchase card transactions to
ensure that the purchases were appropriate, within funding requirements, and authorized.
Approving officials are to review the required documentation to verify that reconciliation was
performed and that adequate documentation exists for each purchase. The lack of approval
increases the risk that fraud, charge card misuse, and other abusive activity could occur without
detection. Moreover, with the move to a hybrid work environment, the risk of fraud has been

hei ght ened

because

purchases

can

now be sent

10
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Smithsonian management acknowledged that their written procedures for the sampled
transactions required a two-step approval process, but they said they changed this process to
require only electronic approvals in 2018 because the SmartPay3 financial institution did not
issue paper cardholder statements. However, they did not issue revised written procedures to
reflect this change until May 2021.*8 In a decentralized organizational structure, clear, written,
and current procedures are criticaltoi nf or m al |l staff of the programods
practices. According to internal control standards, effective documentation assists in
manage ment ofinterdat contrgl hy providing a means to mitigate the risk of limiting
knowledge to a few personnel and to communicate that knowledge to others, such as auditors.
Without written procedures, an internal control structure is weaker because practices, controls,
guidelines, and processes may not be applied appropriately and uniformly throughout the
organization.

Furthermore, management provided a report from ERP financials to show that 92 of 93 sampled
transactions were electronically approved, but OIG determined that this report is not accurate
for certain transactions. For electronic approvals, approving officials have approximately two
weeks after the end of the billing cycle to review and approve purchase card transactions in
ERP Financials. At the end of the two-week period, purchase card transactions are submitted
for paymentd regardless of whether transactions have been reviewed and electronically
approvedd because the Smithsonian is liable for charges made on the centrally billed purchase
cards. During the two-week period, the approving official can change the status of each
purchase card transaction from staged to verified or approved. However, if the approving
official approves the transaction, and tries to revert the status back to verified, the system will
maintain the original approval status and date. In addition, OIG analysis showed that 11 of 43
individuals who approved the sampled transactions in ERP financials were not the approving
official. As a result, the program may be hindered in its ability to effectively monitor approving
of ficials6 i mplementation of this key control

Because of the risk associated with purchase cards, approving officials are a key control to
ensure that transactions are fully documented and approved. However, OIG found that this key
control was not effectively implemented because 21 percent of the transactions from April 1 to
June 30, 2020 did not have complete documentation, 87 percent were not approved with a
written signature, and 18 percent were electronically approved by someone other than the
approving official.

The Purchase Card Program Was Not Effectively Monitoring Purchase Cards to Ensure
Compliance and Reduce Risk

OIG found that the purchase card program was not effectively monitoring the purchase cards to
ensure compliance with program requirements and to oversee purchase card use. For
example, the program has not enforced training requirements for purchase cardholders and
approving officials, did not have documentation of its monitoring for potentially fraudulent

18 Smithsonian Directive 322, SD 322, Charge Card Program Desk Reference Part 2 i Purchase Card
Program (May 25, 2021).

11 OIG-A-23-01
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transactions, and had not conducted on-site reviews to ensure that purchase card transactions
were properly documented and approved. These activities are necessary to detect potential
misuse and fraud and to ensure that purchase cardholders and approving officials are following
policies and procedures.

Internal control standards require management to perform ongoing monitoring activities and
evaluate the effectiveness of the monitoring to ensure that the internal control system is
functioning effectively, and thatt he or gani zati onds obj®Duringves
normal operations, ongoing monitoring provides management with a means of identifying and
mitigating risks before they result in serious honcompliance issues. Separate evaluations, such
as t hi s onrsitegerviewn are to be used periodically to provide feedback on the
effectiveness of ongoing monitoring and to monitor the effectiveness of the internal control
system. In addition, these standards state that effective information and communication are
vital for an entity to achieve its objectives. The SD 322 Desk Reference also requires the
program to track training for cardholders and approving officials, monitor purchase card
transactions to ensure that they are appropriate, and periodically review cardholder and
approving official records.

Incomplete Training Records and Lack of Enforcement Hinders Compliance with Purchase Card
Training Requirements for Cardholders and Approving Officials

OIG found that the Purchase Card Program does not have effective controls to ensure that
cardholders and approving officials comply with initial and refresher training requirements that
are integral to the integrity of the program. For the 93 sampled transactions made from April 1

ar

e b

toJune30,2020, the programbs t r anlybdpergentofeacdhalddrs s howed

and approving officials were in compliance with initial and refresher training requirements.?
Smithsonian management acknowledges that the program did not maintain training records
during the transition to SmartPay3 because of other higher priority work, even though such data
is critical to enforce initial and periodic refresher training requirements. In addition, OIG found
that the program staff did not take any actions to enforce training requirements for cardholders
and approving officials, such as sending follow-up emails or suspending or canceling purchase
card privileges.?

For the purchase card program, initial training is required before a cardholder is issued a card or
an approving official can verify or approve
required every 3 years thereafter to provide updated information about restrictions on the use of
purchase cards, risk management procedures, awareness of common problems with the use of

19 GAO, Standards for Internal Control in the Federal Government (GAO-14-704G, September 2014).

20 For cardholders and approving officials to be considered as compliant with training requirements, they
had records for both initial and refresher training, had completed initial training but had not yet met the
time requirement for refresher training, or had taken refresher training within 3 years but had no record for
taking initial training.

21 SD 322 Desk Reference states that failure to attend purchase card refresher training may result in
suspension or cancellation of purchase cards and revocation of approval authority.

12 OIG-A-23-01
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purchase cards, in-depth coverage of priority and open-market micropurchasing, and a review
of reconciliation and reallocation of purchase card charges in ERP Financials.

Accordingtotheprogr amoés t r ai n cardigolderssresponsible for the sampled
transactions took initial training from July 2000 to October 2019 and refresher training from May
2017 to March 2020. Table 2 shows that 34 of the 58 (59 percent) cardholders were
determined to be compliant with training requirements. Of these 34 cardholders, 21 had records
for both initial and refresher training, 10 had completed initial training but had not yet met the
time requirement for refresher training, and 3 were compliant with refresher training but had no
record for taking initial training.

For the 24 cardholders who were not in compliance with training requirements, the program did
not have any initial or refresher training records for 5 cardholders, had initial training records for
17 who were not current with their refresher training requirement, and for 2 cardholders had no
record of initial training and had not taken refresher training in 3 years.

Table 2: Status of Initial and Refresher Training Requirements for 58 Purchase Cardholders for
Sampled Transactions

Status of Cardhol Number of Percentage of N;;::ﬁ;gf
Refresher Training Cardholders Cardholders P
Transactions
Compliant with Training Requirements
Completed required training? 34 59% 64
Not Complian t with Training Requirements
No record of initial or refresher training 5 9% 6
Complete_d initial training b_ut not 17 29% 21
current with refresher training
No recorc_i of initial tralnln_g_and not 2 3% >
current with refresher training
Subtotal 24 41% 29
Total 58 100% 93

Source: OIG analysis of data provided by the Purchase Card Program (GSA SmartPay completion reports, HRMS training reports,
and Microsoft Access training database covering 2001 to 2003) for the 58 purchase cardholders who made the 93 transactions in
Ol G6s sampl e. T h e ftom Apmilsl éodune 30,12820.occur r ed

Note:

a Of the 34 purchase cardholders who were considered to be compliant with training requirements, 21 had records for
both initial and refresher training, 10 had completed initial training but had not yet met the time requirement for
refresher training, and 3 had taken refresher training within 3 years but had no record of taking initial training.

According to the program® training records, approving officials responsible for the sampled
transactions took initial training from July 2000 to May 2019 and refresher training from May
2017 to March 2020. Table 3 shows that 26 of the 44 (59 percent) approving officials were
determined to be compliant with training requirements. Of these 26 approving officials, 23 took
both initial and refresher training, 2 took only the initial training because they were not yet
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required to take refresher training, and 1 had taken refresher training within 3 years but had no

record of taking initial training.

For the 18 approving officials who were not in compliance with training requirements, the
program did not have any initial or refresher training records for 1 approving official, had initial
training records for 15 who were not current with their refresher training requirement, and 2 had
no record of initial training and had not taken refresher training in 3 years.

Table 3: Status of Initial and Refresher Training Requirements for 44

Sampled Transactions

Approving Officials for

Status of A Fovin q Number of Percentage of Number of
Refresher Tra?n?n 9 Approving Approving Sampled
9 Officials Officials Transactions
Compliant with Training Requirements
Completed required training? 26 59% 54
Not Complian t with Training Requirements
No record of initial or refresher training 1 2% 1
Completed |n|t_|al training but not current with 15 34% 35
refresher training
No record of_|r_1|t|al training and not current with 2 5% 3
refresher training
Subtotal 18 41% 39
Total 44 100% 93

Source: OIG analysis of data provided by the Purchase Card Program (GSA SmartPay completion reports, HRMS training reports,
and Microsoft Access training database covering 2001 to 2003) for the 44 approving officials who approved the 93 transactions in
Ol G6s sampl e. T h e ftom Apmnilsl iodune 39,2820.o0ccur r ed

Note:

a Of the 26 approving officials who were considered to be compliant with training requirements, 23 had records for
both initial and refresher training, 2 had completed initial training but had not yet met the time requirement for
refresher training, and 1 had taken refresher training within 3 years but had no record for taking initial training.

t h
non

Based on Ol Go6s analysis, | ack of compliance wi
approving officials was the primary cause for
requirements. Smithsonian management acknowledges that the Purchase Card Program did

not enforce periodic refresher training and did not maintain the training records for cardholders

and approving officials during the transitional period to SmartPay3 (November 2018 to April

2019) because of the increased work required for the transition, even though such data is

critical to enforcing initial and periodic refresher training requirements. OIG determined that 41
percent of the cardholders and approving officials responsible for the sampled transactions were

not in compliance with refresher training. Asaresul, Human Resource Management
(HRMS) official training records for cardholders and approving officials are incomplete and

hinder the progr amébs taininglrequirgmentso enf orce periodic
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In addition, the program stopped providing the required internal training for 10 months starting in

July 2018 and resuming in April 2019. During this period, the Charge Card Program Manager

told OIG that he allowed individuals on a case-by-case basis to take GSAG purchase card

training, but the program did not maintain a list of the individuals granted this exception or

update their training records to reflect the GSA training. | n Ol G6s sampl e of 93 pu
transactions, 1 of the 102 cardholders and approving officials had taken the GSA training during

this period.

Moreover, during this 10-month gap in the required training, the program did not update the
training manual to reflect the changes to a new financial institution with the SmartPay3 contract.
The manual was not made final until May 20218 about 2¥2 years after the contract was
awarded. Under OMB guidance, executive branch agencies are to develop and issue written
purchase charge card policies and procedures within 12 months after a new GSA SmartPay
contract is awarded.?> However, the Smithsonian does not have to comply with this 12-month
timeframe because it is not an executive branch agency.

Past OIG audits have found ineffective procedures for enforcing other contract training

requirements. For example, OIG reported that OCon&PPM did not have effective procedures to

ensure that contract specialists and unit procurement delegates® who are involved with

processing purchase orders met their training requirements.?* In addition, OIG reported that

training requirementsforc ont r act i ng of f i ofeevedue-generghng eotmctst at i ve s
had not been developed although a management review had recommended such training.

Therefore, OIG recommended that a training programforthes e contracting officer
representatives be completed and implemented.?®

Without enforcement of purchase card training requirements, the Smithsonian does not have
assurance that purchase cardholders and approving officials understand their purchase card
responsibilities, which increases the risk of improper purchases. Without complete data on
training compliance, new cards may be issued without initial training, cards may be retained
without refresher training, and purchases may be improperly approved. In addition, periodic
training reinforces existing policies and procedures and raises awareness of any changes to
these requirements. If individuals do not take the required periodic training, the Smithsonian
runs the risk that its purchase cardholders and approving officials may not be aware of current
Smithsonian policies and procedures, laws, and regulations related to procurement.

22 OMB Circular A-123, Appendix B (August 27, 2019).

23 Unit procurement delegates are employees in each unit who have been delegated a certain amount of
procurement authority, generally ranging from $10,000 to $25,000.

24 0IG, Acquisition Management: Oversight and Monitoring Would Improve Compliance with Policies for
Sole-Source Purchases (A-16-10, September 28, 2016).

%5 0IG, Contract Management: Smithsonian Needs to Enhance Controls for Managing and Monitoring
Revenue-Generating Contracts (A-20-01, October 22, 2019).
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The Purchase Card Program Does Not Have an Effective Process to Monitor High-risk
Transactions

OIG found that the program does not have an effective process to use standardized reports for
monitoring purchase card transactions that may indicate cardholder misuse or fraudulent
activity. The Charge Card Program Manager told OIG the following:

1 The program uses 26 different types of system-generated reports to monitor charge card
use and detect potential fraud.

1 The reports are run and reviewed on a regular schedule.
1 Issues are identified judgmentally and informally resolved.

However, he was not able to provide any documentation showing that the program was
reviewing these reports and resolving any issues with identified high-risk transactions on a
timely basis. In addition, the program did not have procedures that define which reports are
used, how transactions are reviewed, how issues are addressed, or what documentation should
be retained.

According to the SD 322 Desk Reference,t he program staff are to use S
accounting system and the purchase card bankods el
overall purchase card activities.?® In addition, they are to conduct various data-mining

techniques every month to monitor purchase card transactions. Internal control standards state

that effective information and communication are vital for an entity to achieve its objectives.?’

Management can select the appropriate methods to communicate internally, such as a written

document or a face-to-face meeting, and it needs to periodically evaluate the method of

communication to ensure that it has the appropriate tools to communicate quality information on

a timely basis. These procedures were not changed when the SD 322 Desk Reference was

updated in 2021.%8

In accordance with the internal control standards, management should establish and operate
activities to monitor the internal control system and evaluate the results. Monitoring is essential
in aligning internal controls with changing objectives and risks. Management evaluates and
documents the results of ongoing monitoring and separate evaluations to identify internal control
issues. Management uses this evaluation to determine the effectiveness of the internal control
system.®

26 5D 322, Charge Card Program Desk Reference Part 244Purchase Card Program (October 1, 2015).
27 GAO, Standards for Internal Control in the Federal Government (GAO-14-704G, September 2014).
28 SD 322, Charge Card Program Desk Reference Part 2 1 Purchase Card Program (May 25, 2021).
29 GAO, Standards for Internal Control in the Federal Government (GAO-14-704G, September 2014).
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Toassessthepr ogr amé s wfdighiriskdransantigns, OIG selected a sample of

32 reports for 7 different types of standard reports that included transactions from October 1,
2019, to June 30, 2020, which program staff told us they used to monitor purchase card activity.
OIG then asked the Charge Card Program Manager to provide these reports and any related
documentation. Table 4 summarizes the 7 different types of monitoring reports that OIG
reviewed,t he 32 r epor t s themumhkedofirdrsactorsndpntified in these reports,
and the number of individual transactions with documentation provided by the Charge Card
Program Manager.
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Table 4: The 32 Sampled CitiManager Reports with 21,803 Transactions and the Four

Transactions with Documented Follow  -up Actions
Number of
Reports Number of Number of
Available Transactions Transactions with
from October Number of Identified in Documentation

Name of Frequency 1, 2019 to Reports in Sampled Showing Follow -up

Report 2 of Report | June 30, 2020 | OIG Sample Reports Actions
Adult Quarterly 3 2 0 0
Entertainment
Unexpected Quarterly 3 3 15,792 0
Posted
Transactions
Report
Gasoline Monthly 9 3 7 0
Transactions
Highest Monthly 9 3 4 4
Transactions
Declined Weekly 40 7 3,932 0
Transactions
Weekend Weekly 40 7 1,109 0
Transactions
Split Weekly 40 7 959 0
Transactions

Total 144 32 21,803 4

Source: OIG analysis of 32 sampled CitiManager reports for transactions made from October 1, 2019, to June 30, 2020, and the
Purchase Card Program documentation related to them.

Note:

a Adult Entertainment Report  is used to identify transactions related to specific unauthorized businesses. These
purchases would be made under one of the blocked Merchant Category Codes (MCC), which are established by the
banks or associations to identify different types of businesses. Merchants work with their acquiring banks to select the
codes best describing their businesses. A purchase card program may limit the types of businesses that will accept
the card by limiting the MCCs available to the account holder.

Unexpected Posted Transactions Report is used in conjunction with the Lost/Stolen Card report to identify
canceled cards; lost, stolen, or invalid cards; declined transactions; and unusual spending activity.

Gasoline Report is used to identify vehicle fuel purchases that are not allowed on purchase cards. A GSA SmartPay
Fleet Account card is to be used only for obtaining fuel and services from commercial service stations.

Highest Transaction Report is used to identify the highest dollar-value transactions in a month.

Declined Transactions Report is used to identify cardholders who have attempted to buy an item they are not
authorized to purchase because it exceeds their single or monthly purchase limits or the merchant has a blocked
Merchant Category Code.

Weekend Report is used to identify purchases made outside the standard weekday timeframe.

Split Transactions Report is used to help detect any purchase that may have been separated into smaller
transactions to avoid exceeding the $3,500 single-purchase limit.

However, the program has no procedures that require the retention of copies of reports used for
monitoring or related emails, even though the retention of documentation is critical to verify that
the appropriate processes and controls are being used. Consequently, the Charge Card

Program Manager had to reproduce the requested reports and provided emails related to only 4
of the 21,803 transactions listed on these 32 reports. These four transactions were identified on
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three sampled Highest Transaction Reports: October 2019, January 2020, and February 2020.
Two of the transactions were advance payments totaling $180,000 to hold conference space for
a National Docent Symposium; the program staff granted the cardholder a temporary purchase
limit increase for this purpose. The other two transactions were for the payment of utilities
totaling $40,055; they were made by a cardholder with a single purchase limit of $50,000,
specific to this vendor, which allowed for the payment of this recurring expense.

Therefore, OIG found that the program takes an ad hoc approach to monitoring high-risk

transactions, rather than a well-defined and consistent approach. Program officials do not have

written procedures that (1) identify the specific system-generated reports to be used for

monitoring, (2) establish the actions or steps to be taken for transactions flagged in these

reports, including follow-up emails with cardholders and approving officials, and (3) retain

documentation to show that the appropriate processes and controlsar e being used. Ol
review of the SD 322 Desk Reference updated in May 2021 shows that it does not contain any

of these specific procedures.

Written procedures serve the following functions:
f providing written notice to al/l staff of the p
9 providing direction in the correct way of processing flagged transactions,
1 serving as reference material, and
9 providing a training tool for new program staff.

Written procedures also provide a source of continuity and a basis for uniformity. Without clear,
written, and current procedures, an internal control structure is weaker because practices,
controls, guidelines, and processes may not be applied consistently, correctly, and uniformly
throughout the agency. In addition, adequate supporting documentation provides the hard
evidence to properly verify that the appropriate processes and controls are being used.

The Purchase Charge Card Program Was Not Monitoring to Identify Inactive Cards

OIG found that 2 of the 17 purchase cardholders who either left the Smithsonian or transferred

to another unit from October 1, 2019, through June 30, 2020, did not have their purchase card

accounts closed in a timely manner. In both cases, the cardholders and approving officials

failed to notify the Charge Card Program Manageri n advance of the cardhol de
from employment or transfer to another unit, as required. In addition, the program did not

identify that an account had been open with no activity for 391 days because it had not been

reviewing accounts for inactivity. OIG notified the program staff about this card on January 27,

2021, and the purchase card account was closed the next day. Without timely closure of

accounts, there is an increased risk of fraud or misuse of purchase cards.
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Two purchase cards were improperly left open for 18 and 391 days after the cardholders left

Smithsonian employment or transferred units, as shown in Table 5. One of the cards was used
for transactions for up to 12 days after the employee left the Smithsonian, and it was used for 3
purchases that totaled $22,050.71. OIG did not find any of these transactions to be fraudulent.

1 Card 1 was closed on November 18, 2019, on notice from the Smithsonian
Astrophysical Observatory, 18 days after the employee retired from Smithsonian.
According to the program staff, the cardholder initiated three purchases totaling
$22,050.71 prior to their retirement, but the transactions did not post until after the
cardholder retired.

9 Card 2 remained open for 391 days after an employee transferred from the Archives of

American Art to another Smithsonian unit. Then o t i

fi

cati on

of

was not made because the Archives of American Art submitted a Conversion Checklist
form instead of a Transfer Clearance form to the Charge Card Program Manager. The
Conversion Checklist form is used when converting a federal employee to a Trust
employee within the same unit, in which case the employee could have retained the
charge card. If the unit had submitted a Transfer Clearance form, the purchase card
would have been collected and destroyed as part of the transfer process. OIG notified
the program staff about this card on January 27, 2021, and the purchase card account
was closed the next day.

Table 5: Two Purchase Card Accounts That Improperly Remained Open

Number of
Number of Days the
Days Transaction
Date of Date Account Occurred Dollar
Car dhol | Cardholder Improperly after Value of
Separation or Account Remained Date of Cardhol Improper
Transfer Was Closed Open Transaction Departure Purchase
Card 1 10/31/2019 | 11/18/2019 18 11/5/2019 5 Days $85.00
11/5/2019 5Days | $12,126.51
11/12/2019 12 Days $9,839.20
Card 2 1/3/2020 1/28/2021 391 None 0 Days $0.00

Source: OIG analysis of 17 purchase cardholders who left the Smithsonian from October 1, 2019, to June 30, 2020.

Under the SD 322 Desk Reference, cardholders or approving officials should notify the Charge
Program manager in
fraud and possible card misuse, and to ensure that the card account is closed in a timely
manner. In addition, the approving official is required to obtain the purchase card from the
cardholder who is separating or transferring, destroy it, and then arrange to appoint a new
cardholder if needed.®* Unit personnel are also expected to access and update the Smithsonian

Card

advanc

e of a

car dhol

t he

Automated Exit Clearance Process in the ERP Human Resources Management System to

80 Sp 322, Charge Card Program Desk Reference Part 2%;Purchase Card Program (October 1, 2015).
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confirm that the card was collected and destroyed. In addition, the departing cardholder must
do the following:

1 review with the approving official the status of any unreconciled, questionable, partially
approved, unresolved, or disputed transactions, and

1 identify any supplies and services that have been ordered but not received so
appropriate action can be taken to complete these activities.

The cardholder should also coordinate with the approving official and merchants to terminate

any recurring transactions. I f the unités recurr
cardholder will need to provide their purchase card number to the merchant for that card to be

used.

The Purchase Card Program Discontinued Conducting On-site Reviews to Monitor Units'
Compliance and Assess Effectiveness of Internal Controls

In the prior 2014 OIG purchase card audit, OIG found that program staff were not conducting
on-site reviews to confirm compliance with purchase card policies and procedures, such as
reviews of approving officials and cardholders records maintained in the units.! In response to
OIG6 sm=commendation, the then- Director of OCon&PPM provided documentation to show that
on-site reviews of purchase card transactions logs and credit card statements for three units
were conducted and that they will continue to periodically conduct these reviews at other units.
However, these reviews were discontinued after the recommendation was closed in 2015. SD-
322 Desk Reference requires these reviews to assist in determining if Purchase Card Program
duties and responsibilities are performed effectively, procedures are being followed, and internal
controls are adequate. The lack of monitoring increases the risk that fraudulent activities and
card misuse may not be identified in a timely manner.

The program is in the process of implementing a new annual compliance review process. This
process requires all purchase cardholders and approving officials to jointly evaluate their
compliance with policies and procedures by completing a self-assessment checklist. The
checklist was sent to all purchase cardholders and approving officials in the first quarter of fiscal
year 2022, and program staff are currently reviewing the completed checklists and will notify
those units selected for further review, which will be conducted virtually. They will also
determine how frequently purchase cardholders and approving officials will be required to self-
assess their compliance.

OIG believes that this new self-assessment checklist can serve as an effective reminder to
purchase cardholders and approving officials of their responsibilities. However, because it
relies on self-reporting of policy violations, it is unlikely to be an effective tool for monitoring

31 OIG, Smithsonian Needs to Improve Preventative Controls for the Purchase Card Program (A-13-04,
March 31, 2014).
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compliance. Therefore, OIG believes that the self-assessment checklist cannot be a substitute
for compliance reviews, which may be conducted virtually or on-site. In addition, the
compliance reviews can be used to verify the accuracy of the self-reported information.

The program staff have initiated this new process, but this requirement or procedures for it are
not in the recent update to the SD-322 Desk Reference. As previously mentioned, written
procedures serve various functions, such as written notice to all staff of the programé s
expectations and practices. Without clear, written procedures, an internal control structure is
weaker because practices, controls, guidelines, and processes may not be applied consistently,
correctly, and uniformly throughout the agency.

Ineffective Oversight Failed to Identify Significant Weaknesses in the Monitoring of the
Purchase Card Program

The Director of OCon&PPM is responsible for the oversight of all Smithsonian contracting
activities and is required to periodically provide assurance to the Chief Financial Officer,
Secretary, and the Board of Regents that the programé Biternal controls are adequate for
ensuring compliance with Smithsonian contracting policies and procedures. However, OIG
found that the Director of OCon&PPM had not maintained effective oversight of the purchase
cards.

Moreover, OIG found that the Director of OCon&PPM is not periodically receiving information on
the Purchase CardPr ogr a m6é s p ,evhi¢ch dinders his@lglity to effectively oversee and
monitor purchase card activities and take timely remedial actions. For example, under OMB
Circular A-123, Appendix B, executive branch agencies have a periodic reporting requirement
that helps in overseeing this program.®? Because the Smithsonian is not an executive agency, it
is not required to follow OMB Circular A-123. The Charge Card Program Manager said they
use it as a guide, but they have not adopted this reporting requirement. This guidance states
that each program must (1) maintain and report performance metric data to identify areas where
increased management attention is needed and (2) maintain statistical and narrative information
for their own use and management of their charge card program. OIG believes that the Director
could have benefited from receiving periodic reports on program activities such as the following:

1 compliance with training requirements for cardholders and approving officials,
1 status and results of on-site reviews, and
9 areas of concern and planned corrective actions.
Since 2015, the Charge Card Program Manager has been required to submit quarterly reports

to senior management only for serious and egregious misuse or abuse of purchase cards. The
Charge Card Program Manager said he has never submitted a quarterly report.

32 OMB Circular A-123, Appendix B (August 27, 2019).
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Internal control standards state that effective information and communication, such as periodic
reports on compliance, are vital for an entity to achieve its objectives. These standards require
management to obtain and evaluate quality information on a timely basis so it can be used for
effective monitoring. Quality information is appropriate, current, complete, accurate, accessible,
and provided on a timely basis. Management is to use this information to make informed
deci sions and ev apedoartarce ih dcldevipgrkey ghjeetined and addressing
risks. In addition, separate evaluations, such as on-site reviews, may be used periodically to
provide feedback on the effectiveness of ongoing monitoring.

The lack of quality information on the performance of the Purchase Card Program hinders the
Director d@aBility to effectively oversee and monitor purchase card use and to ensure timely
remedial actions are taken. As a result, the Smithsonian faced an increased and unnecessary
risk of potential misuse or fraudulent activity on purchase cards.

Conclusions

Purchase cards play a vital role inreducingthe Smi t hsoni anés administrative
in purchasing goods and services, but they are highly susceptible to misuse and fraud. Yet,

ineffective program management, monitoring, and oversight have created a weak control

environment that unnecessarily increases the risk of fraudulent purchases and card misuse.

For example, the lack of compliance reviewst o moni t or cardhol dersdé and a
implementation of purchase card policiesand procedures hindered the pro
identification and remediation of issues that were identified in this audit. The program also lacks

effective controls to ensure that cardholders and approving officials are receiving the required

training that protects the integrity of the program, and it has taken an ad hoc approach to

monitoring high-risk purchase card transactions for misuse and fraud. Moreover,thepr ogr amo s
recent change to solely relying on electronic approvals for documenting approving officialsé

reviews has left the program without a process to ensure that a key control is operating

effectively. Management has taken steps to implement a new annual compliance review

process, but the reinstatement of compliance reviews does not replace the need for effective

monitoring and oversight and the closingofgaps i n t hwrittgnpalicjes amdnd s

procedures that are needed to establish a well-defined and consistent approach.

Recommendations

To strengthen the management and oversight of purchase cards, OIG recommends that the
Director of the OCon&PPM take the following actions:

1. Develop and implement procedures to ensure that purchase card transactions are only
approved by the approving officials and that all transactions are fully documented.
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2. Develop and implement procedures to ensure that training records are complete and
accurate so initial and refresher training can be effectively and efficiently enforced.

3. Develop and implement procedures to enforce compliance with initial and refresher
training requirements for purchase cardholders and approving officials, such as (1)
following up with individuals who are not in compliance, (2) suspending or canceling
purchase cards, or (3) revoking delegated authority for approving officials who did not
comply with refresher training requirements.

4. Develop and implement procedures to monitor inactive cardholder accounts that may
need to be closed because cardholders have separated from employment or transferred
to another unit.

5. Demonstrate a sustained and effective compliance review process to monitor whether
Purchase Card Program duties and responsibilities are performed effectively, procedures
are being followed, and internal controls continue to be effective.

6. Develop and implement procedures that identify the specific reports that will be used for
monitoring purchase card use, describe how flagged transactions will be evaluated and
addressed, and establish the documentation that needs to be retained.

7. Develop and implement a requirement for periodically reporting information to the
Director of OCon&PPM that will assist in the oversight of the purchase cards. The report
should provide statistical and narrative information on the use and management of the
Purchase Card Program, such as compliance with training requirements, the results of
compliance reviews and the monitoring of purchase card transactions. In addition, the
report should determine whether the program6é sternal controls continue to be effective.

Management Response and OIG Evaluation

OIG provided the Smithsonian a draft of this report for review and comment, and Smithsonian
management provided written comments, which are reproduced in their entirety along with our
responses in Appendix Il. In its written comments, management concurred with all the
recommendations and outlined actions planned to address them. OIG incorporated

management 6s ments imto thecrgpdrt, as appropriate.

24 OIG-A-23-01



OFFICE OF THE
INSPECTOR GENERAL € Smithsonian

Append ix |
Objective , Scope, and Methodology

The objective of this audit was to determine whether the Smithsonian Institution (the
Smithsonian) has effective controls over purchase cards.

To accomplish the objective, OIG conducted interviews with Smithsonian managers and staff;
reviewed policies, procedures, laws, regulations, and leading practices; examined the design
and implementation of controls in place; and reviewed documents supporting sample purchase
card transactions (such as Citi Card monthly statements, emails, ERP financials transaction
data, invoices, Purchase Card Transaction Logs, and receipts). To assess compliance with
applicable guidance for purchase card transactions, OIG conducted a multiple scope audit.

To assess purchase cardhol ders' apiogrampproving of f
requirements, OIG used a probability sample of 93 transactions out of 8,837 transactions made

by cardholders with a single purchase limit of $3,500 from April 1 to June 30, 2020. This

sample is only one of a large number of samples that OIG might have drawn. Because each

sample could have provided different estimates, OIG expresses its confidence in the precision

of this particul ar s a mp-percérs copfidence intervale (fior exasmplé, mat es a
plus or minus 5 percentage points). These intervals would contain the actual population value

for 95 percent of the samples OIG could have drawn. OIG is 95-percent confident that each of

the confidence intervals in this report will include the true values in the study population. All

percentage estimates from the sample of purchase card transactions have sampling errors

(confidence interval widths) of plus or minus 5 percentage points or less.

For each sampled transaction, OIG obtained supporting documentation for these transactions

from the cardholder. OIG assessed the completeness of the supporting documentation and the
approving official s6é6 maocantentationr Wevalsereviewsetl whetker d hol der
the approving official approved the cardholder charges within the appropriate time period

(generally within two weeks of end of billing cycle). OIG accepted the written signature as an

approval if the approving official signed either the monthly bank statement (as required) or the

Purchase Card Transaction Log. In addition, OIG assessed whether the approver of the

sampled transactions in ERP financials was the approving official for those transactions.

Toevaluatec ar dhol dersd and approving officiadl&d compl.i
obtained initial and refresher training records for the 58 cardholders and 44 approving officials

who were responsible for the 93 sampled transactions. These training records came from the

following sources:

1 GSA SmartPay purchase card training reports from July 2018 to April 2019 when the
Purchase Card Program did not provide the required internal purchase card training;

1 The Human Resource Management System, which is the application that retains the
official training records for Smithsonian employees; and
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T The pr ogr amobcwesdMiainig databasd, whish covers training records for
cardholders and approving officials for 2001 to 2003.

To assess the effectiveness ofthepr o gr a mé s ahlugh-risk purchase gard transactions,

OIG selected 7 of 26 different types of reports generated by the Citibank system that program

staff said they used to monitor purchase card activity. OIG then used guidance from the

American Institute of Certified Public Accountants (AICPA) for sampling small populations,

which determines sample sizes based on how frequently a control is performed, to determine

samples sizes for each monitoring report. The fo
recommendat i o sefected sathpledDl G6 s

1 5to 9 weekly reports (OIG selected 7 because it was the middle of the range);
1 2to 4 monthly reports (OIG selected 3 because it was the middle of the range); and
1 2 quarterly reports (OIG selected 2).

These reports included purchase card transactions from October 1, 2019, through June 30,
2020. OIG then asked the Charge Card Program Manager to provide these reports and any
related documentation that would indicate (1) when the report was reviewed and by whom and
(2) any follow-up actions or resolution of any issues related to transactions flagged in the reports
(such as notations on the reports or emails with the cardholder or approving official).

To determine if the cards for separated cardholders were closed in a timely manner, OIG
compared a list of Smithsonian hiring actions from the Human Resource Management System
with a population of purchase card transactions from October 1, 2019, through June 30, 2020.
OIG removed any promotions and separations of Woodrow Wilson International Center for
Scholars and OIG staff. We identified 17 cardholders who had separated or transferred during
our scope period and assessed whether these 17 cards had transactions posted after the
empl oyeesd6 separation dat e.

In planning and performing this audit, OIG identified the following internal control components
and underlying principles as significant to the audit objective and described in Table 6:
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Table 6: Internal Control Components

and Principles Significant to the Audit Objective

Internal Control Component

Internal Control Principle

Control Activities

Design Control Activities

Implement Control Activities

Information and Communication

Use of Quality Information

Communicate Internally

Monitoring

Perform Monitoring Activities

Evaluate Issues and Remediate Deficiencies

Source: OIG analysis of internal control components and principles.

OIG conducted this audit in Washington, D.C., from April 2020 to November 2022 in accordance
with generally accepted government auditing standards. Those standards require that OIG plan
and perform the audit to obtain sufficient, appropriate evidence to provide a reasonable basis for
its findings and conclusions based on the audit objective. OIG believes that the evidence
obtained provides a reasonable basis for the findings and conclusions based on its audit

objective.
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Appen dix Il
Management Comments and OIG Evaluation

% Smithsonian Institution Memo

Office of Contracting and Personal Property Management

Date October 26, 2022
To Cathy Helm, Inspector General
A Joan Mockendge, Assistant Inspector General for Audits

cc  Ron Cortez, Under Secretary for Adommstranon
Rick Flansburg, Depury Under Secretary for Admimstration
Thomas E. Dempsey, Directer, Office of Contracting and Personal Property Management
(OCon&PPM)
MNatascha Syré, Deputy Dhrector, OC ond: PP
Dereon Burba, Chief Information Officer
Merce 5. Park, Deputy Secretary, and Chief Operanng Officer
Porter M. Wilkinzon, Chief of Staff to the Regents
Greg Bettwy, Chief of Staff Office of the Secretary
Judith Leonard, General Counsel
Gregory A Graham, Associate Director for Travel and Charge Card Services (T&CCSD), OCond- PP
Wikl Spencer, Lead Program Analyst, Charge Card Program, T&CCSD
Catherine Chatfield, Enterprize Risk Program Manager

. Clanece £ambestz .
From Ja.nm%mm,ﬁl;ﬁmancul Officer
Subject Response to the Formal Draft Report, Contract Management: Purchase Card Program

Thank you for providing a copy of the Office of the Inspector General (OIG) draft audit report on the
Contract Management: Purchaze Card Program and providing an oppertunity to comment before the
wsuance of the report. We want to express our appreciation for the dedication and hard work performed
by the OIG staff.

We reviewed the formal draft report and are pleased that there were no findings of improper or
potentially fraudulent purchases amoeng the transactions the OIG auditors examined. We believe that the
Smmthsonian Institution’s (SI) transition to electromic approvals provides a more efficient means to
manage and momtor approvals of purchasze card tranzactions. We also recognize and agree that the
wmternal controls are essential procedures mtended to mitigare mmproper and fraudulent purchases, and
swithout them, abuse could cccur. Accerdingly, we concur with the IG recommendarions that there are
areas of improvement in menitoring.

The following sumymarizes cur comments for clanfication pertaining to the findings reported 1n the
Besults of the Audit secrion in the draft report, as well as our planned acrions that address the OIG
recommendarions.

P.O.Box 37012
MRC 1200 CapCal 500
Washingten DC 20013-7012
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Page 2 — Cathy Helm, Inspector General

RESULTS OF THE AUDIT

Approving Officials and Cardholders Generally Did Not Have Required Approval and
Documentation for Sampled Purchase Card Transactions.

Comment: Although only 10 ofthe 93 sampled transaction had writen signarure approvals, our records
mdicate allbut 1 of the 93 sampled wansactions were approved electronically. OCon& PP mplemented
a new electromic review and approval process mn 2018, In Wovember 2018, SIrevised the requirement for
approving officials to sign the monthly cardholder paper statements as verification that the transactions
were reviewed and approved o an electronic process. This change was necessary because Cin, the new SI
charge card provider contracted by the General Services Adomnistration (GSA), did not B5ue paper
cardholder statements.

CCondPPM nonified cardholders and approving officials of the new electronic procedures in advance and
during the transition of 1mplementation 1a several Council of Adomnistrator and Travel Charge Card
nformaricnal brietings. GCon& PP relied on 1ts draft version of the desk reference as wraining marerial
for all cardhelders to educate them on the new financial mstutien and electromc approval processes;
howewver, the draft copry was not made available onhine for all staff 1o reference unnl 1t was finalized 1
May 2021. The revised procedures require cardholders to verify through the Enterprise Resource Planning
(ERF) that the authorized transactions are correct prior to approving officials validanng the verified
transactions i the ERP. This approval process also requires reviewing the purchase log and supporting
documentation.

Units Did Not Inform the Charge Card Program Flanager to Close Two Purchase Card Accounts
when Cardholders Left the Smithsonian or Transferred to Ancther Unit.

Comment: The CCP receves notificarions of employees leaving the Stmthsomian ot being reassigned o
thfferent SI positions or organizations via the Smithsomian Electronic Employee Clearance System
{(SEECS), and thus must rely on Unit staff to properly and timely enter the required clearance request
SEECS. Upen the Units” staff completing the necessary actions in SEECS enabling nonfication o
CCondPPM for the two employees™ status, both purchase card accounts were closed mmediately by
CCPesraff. As noted 1 our planned actions to Recommendation #1 below, the CCP plans to mplement
procedures to ascertamn cardhoelder accounts inactive for greater than 90 days and proactvely verify with
the unit whether the cardholder’s emaployment status has changed and determine 4if the card should be
closed or temporarily suspended.

The Charge Card Pregram Manager Was Not Effectively Monitoring to Ensure Compliance with
Purchase Card Program Requirements.

Comment: The CCP closely monitors high-risk wansactions through several means to detect mmsuse of
or fraudulent purchases with purchase cards. Consistent with the OIG recommendations, the CCPplans to
enhance cur oversight procedures and documentation to melude mformarion on how potental problems
may be dentified and addressed.

The Charge Card Program Manager is Not Enforcing Training Requirements for Purchase
Cardholders and Approving Officials.

Comment: For all newly 155ued purchase cards, the CCP werifies that nominated employees have
completed the required training prior to delegating authority. During the transitional period to SmartPay3,
from Movember 2018 to April 2019, cardholder and approving official training were completed via
GSAs cardholder waining modules. The CCP has access and the ability to verify the wamning
certifications of 5T employees that completed the trammng through the GSA traming modules. Howewer,
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